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Filtering Attack

Copy Attack

Mosaic AttackIBM Attack

Template Attack

Patent Protection

Blockchain Server

ICS Digital Watermark

App Security Solution

Watermark

Blockchain

Source code is decompiled 

in the event of App Source 

hacking attempt

Decentralized database 

and server

ICS algorithm is impenetrable

due to randomness of patterns

Base patent is filed and

additional information is

Kept proprietary

IP

Source 
Decompile
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Attempt to replicate ICS applied products are detected via
Time and Space analysis and the reports generated

High-performance Scan Unable to replicate

technology

Replicated product
scanned

Server algorithms monitor
abnormal distribution in real-time

Report of suspected 
products are generated

Mobile security solution to prevent core algorithm hacking attempts

Anti-replication technology for image files through
self-checking algorithm

Primary Technical Security Secondary Administrative Security

COPY

COPY
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ICS Solution Process

Inspection and registration of product information
by Machine Vision

Machine Vision/Barcode Reader Compatibility

Collect Receiving/Forwarding Data

ICS modules can be integrated into Clients’ existing
Applications/Systems

Add Modules

1. Select a technology insertion area 2. 3. 

(Multiple options on ICS digital watermark application)

Barcode Reader / PDA

Can be bind together as
a set of Box/Palette

Dashboard
Monitoring

Consumer
Checking product information with App

Authentication System
GPS Real-Time tracking System

Smart CRM System

Integration of ICS modules in Clients’ Applications/Systems
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ICS Hologram
QR code

(+Scratch Code)
NFC RFID

Method Authentication with App
·Offline authentication

by product visual checks

· Primary certification with QR 

reader app 

+secondary certification

with scratch code

· Authentication with NFC reader

embedded in smartphones

· Authentication with designated 

reader for RFID

Convenience One-scan
· Consumers must directly 

check the product

· QR codes are simple, but 

scratching and typing numbers 

are inconvenient

· Complete authentication before 

purchase impossible because of

scratch codes

· Simple authentication with NFC 

mode in your phone

· Authentication unavailable for

iPhone users and some Android

users

· Customer side authentication

impossible

Security

· Preemptive prevention of 

fake products, before any

accident occurs

· Additional security which 

sends and tracks the 

phishing records to server

in case of a phishing to fake

server with an identical-

looking app

· Low security

Vulnerable to forgery if

same copper plate is made

·Medium security

- QR codes are insecure 

and phishing to fake servers

possible, but scratch code

makes it more secure

·Medium security

-> NFC chips and cards can be

copied with not-so-intricate process

· High security

- Designated reader and chips

ensure high security, but has

average error rate of 3%

Expandability

· 4.4 quadrillion individual

data makes authentication

for individual products, not

product groups

· Accurate distribution

tracking/inventory and 

returns management and 

accurate organization of 

CRM channels with individial

data

· No expandability

· QR codes are not used for 

authentication but for distribution

management

·Scratch codes authenticate the 

products, but without

expandability

· Authentication / distribution

tracking / inventory and returns

management are easy

· For distribution management

only; No expandability

Price

· Low production cost

(No process modification 

needed in case of security 

packages)

· High production cost
· Low production cost

(High if scratch codes are added)
· High production cost · High production cost
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Korea USA China Vietnam

Patent and overseas reference
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Q1. How is authentication possible before a purchase?

A: An invisible and uncopiable digital watermark applied to an image or product 
can be scanned prior to purchase.

Q2. Is it possible to copy/counterfeit?

A: ICS’ invisible digital watermark and encryption makes it impossible to counterfeit. 

Q3. How many products can be individually managed?

A: ICS technology offers individual and unique serialization up to 4.4 quadrillion.

Q4. What type of data analytics do you provide?

A: Data analytics are available for gender, age group, region and time.  
Data analytics is expandable based on request.
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Q5. What is the cost of using ICS authentication technology?

A: Pricing is available upon request.

Q6. How do we transition from our current authentication method and adopt ICS technology?

A: We suggest phasing in our technology by first using both authentication methods
to avoid consumer confusion.  Please consult with us for other solutions.

Q7. How do you check if a product with ICS’ digital watermark is authentic and genuine?

A: Download the free app and simply scan using your smartphone.

Existing authentication
Both methods used

in improvement period
Improved authentication

17



Q8. Is there a limitation on where ICS digital watermark can be applied?

A: All type of products can be applied with ICS Solution. 

Q9. Is ICS’ technology patented?

A: Yes.

Q10. What languages do you support?

A: Currently, we support English, Korean, Chinese and Vietnamese.
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Clients
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SK S-TRENUE 503, Gukjegeumyung-ro 2-gil 37, Yeongdeungpo-gu, Seoul, Korea


